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Annexure I - Technical Specification

Data Center & Kharghar Campus Detailed Specification and quoted rate

Sr.
No.

Total amount inclusive of all
Name of Work Qty. Units Wl

Firewall Datacenter (As per

. . . 1 Nos
specification mentione in Annexure II)

Total

SPECIFICATION:

Sr. No

Technical Specifications:

Must have minimum 16x 1GE RJ45, 8x 1GE SFP slots & 4x 10GE SFP+ slots ports from day 1.
Ports mentioned above should be available on single appliance, external device or clustering
of multiple devices are not allowed.

Proposed firewall should have min 25 Gbps of Firewall throughput

The threat prevention (FW + application control + IPS + Malware Protection) throughput
should be at least 2.5 Gbps for real world/enterprise mix traffic from day 1.Throughput
should be available on single appliance, external device or clustering of multiple devices are
not allowed.

Proposed solution must have IPS, Advanced Malware Protection, Application Control, URL,
DNS Filtering, anti-spam from day 1

Proposed appliance must have inbuilt minimum 480GB SSD Storage from day 1.

Proposed appliance should support latency not more than 3.5 ps. Bidder should submit
publicly available download should be available for the same

The proposed appliance should support IPSec throughput of 30Gbps from day 1.Throughput
should be available on single appliance, external device or clustering of multiple devices are
not allowed.

The proposed appliance should support SSL Inspection throughput of min 3Gbps from day
1.Throughput should be available on single appliance, external device or clustering of
multiple devices are not allowed.

The proposed appliance should support Concurrent sessions of 3 millionorabove and new
sessions / Sec of 140,000 or above from day 1.Parameter mentioned should be available on
single appliance, external device or clustering of multiple devices are not allowed.

10

Should have at least 10 virtual firewall domains /instants/context from day-1 with each
firewall domains/instances having a separate administrative control or equivalent, Security
zones and VLAN.

11

The proposed firewall should support min 2,000 IPSec tunnel.




The solution shall support two factor authentication for admin users and should provide two

1 2FA tokens from day 1.
Should be able to identify attacks based on Geo-location and define policy to block on the

13 basis of
Geo-location
The proposed OEM firewall solution should have capability to integrate with firewall

14 analyzer tools like Tufin, Algosec etc. whenever required in future without any cost
implications.
Proposed firewall should have SD WAN functionality from day 1 and should allow the use

15 the most preferred link based upon Link characteristics (Latency, Jitter, Packet loss) for
critical applications as defined in policy. Any license needed to have SD WAN features should
be consider from day 1

16 Solution should support traffic flow/packet forwarding on WAN links based on SLA.

17 Solution should allow automatic/dynamic encrypted tunnels creation (without any manual
configuring) between branch devices to enable branch to branch communication.
Solution should support Dual WAN Links of different type like MPLS, ILL, broadband in active

18 | -active mode, so that multiple links (minimum 3 links) bandwidth can be utilized
simultaneously from day 1.

19 Solution, the policy should include the traffic steering based on the WAN link type (MPLS,
Internet, or any of the type of WAN link) available at the branch location.
Solution should support FEC (Forward Error Correction). The Error Correction packet size

20 should automatically & progressively increase with increase in packet loss. It should be
selectively applied to a particular traffic

51 The proposed product or product family or operating system should be IPv6 logo/USGv6
certified. Bidders need to provide Publicly available Website Link for the same

99 The proposed product or product family or operating system should be EAL 4 or higher or
NDPP certified.

53 The proposed product or product family or operating system should be FIPS 140-2 or higher
certified.

54 The proposed firewall OEM should be ISO 9001, ISO 14001 and ISO 27001 certified. Bidders
need to provide Publicly available Website Link/document along with the technical bid.

25 Bidder to provide Manufacturing Authorization Letter (MAF) of proposed Firewall solution
The proposed firewall OEM should be present in Leader magic quadrant of Hybrid Mesh

26 Firewall in

latest Gartner Report of year 2025. Bidders need to provide Publicly available Website
Link/document along with the technical bid




